Schmidhuber EDV
4 Software GmbH

...let’'s make business together!

User administration incl. assignment of rights

In the following document we describe how to create new users and how to define
user rights.
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Create and administrate users

The following menu item is only visible for the user ,SUPERVISOR® or for a user with
administrator-rights.

Special programs => System administration => Create User

E; Create user El [=] @
User
b 2 date of creation 09.03.2010 | SUP
AUMBEr changing date 05.10.2011 SUP
user active
name RIGHTS i change password on
password EERRREEER next login D
identification RI date format
language English | Input =
Windows Login [ print ™
Print Settings
ﬁA @ Landscape variable line display ]
[ Portrait Adjustto screen resolution 100 [+
print page
print date | rights |
ical li 7
optical line finder | Rechte - Sichten |
Close Preview
graphik level complete graphics E|
Number The number of the user (arbitrary)
You can get a list of the already existing
users with “F3”
User
Name With this username the user can login later
Password This is the password for this user. The

password has to be entered twice if you
enter a new one or change the existing one
because of security reasons.
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Identification

Language

Windows Login

Print

Landscape
Portrait
Print page
Print date

Optical line finder

Close preview

Graphik level

Active

Change password on next login

This is a short name (e.qg. initials) of each
user. It will be printed for example on your
reports.

In which language the application should run
for this user.

If the EuroFib username matches with the
username of the operating system Windows,
you don’t need an extra login for EuroFib.
The user will be logged in to EuroFib
automatically.

Reports are printed in landscape format
Reports are printed in portrait format

The pagenumber (Page X/Y) will be printed
The date of the printout will be printed

The background colour will be changed after
3 lines for the next 3 lines (for a better optical
view)

The preview will be closed automatically after
a printout

Selection of the graphik level
Complete graphics

Without colours

Without colours lines

Without colours lines margins
complete

User active/inactive

The user will be prompted to change his
password on the next login
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Date format

Input Input format of the date
Standard — Setting of Windows
YYYY.MM.DD
DD.MM.YYYY

Print Format of the date for printouts
Standard — Setting of Windows
YYYY.MM.DD
DD.MM.YYYY

Settings

Variable line display This setting adjust the number of lines

(posting lines within posting online, account
sheet, open items, etc.) automatically to your
screen size/resolution.

Adjust to screen resolution The size of the masks will be
reduced/enlarged
(Default size 100%)

Button ,Rights* Here you open the rights administration for
this user
Button ,Rights - Views" Here you open the rights administration for

the views for each user (additional module)

For details please have a look at the
description ,Views".
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Administration of rights for each user

A new created user doesn’t have access to a client because of security reasons. You
have to activate this in the administration of rights.

Additional you can restrict/extend the rights of a user with the assignment of groups
for each client.

Special programs => System administration => Create User

E; Create user El (=] @
User
b 2 date of creation 09.03.2010 |SUP
ALMBEr changing date 0510201 SUp
user active
name RIGHTS i change password on
DEI,SSWDFEI LT ne}{‘“ugin D
identification R date format
language English [«] Input ™
Windows Login ] print ™
Print Settings
ﬁA @ Landscape variable line display [
I Portrait Adjustto screen resaolution 100 =
print page
print date rights
i ) 7
optical line finder Rechie - Sichten
Close Preview
graphik level complete graphics E|

In the following window you can assign previous defined rights from the categories

- Programs (Care of menu items)

- Field administration (Care of fields)

- Cost units (Care of cost units)

- Roles (Care of special rights)

to the user and also the access to the clients.
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Access to clients
If the user has access to a client, this will be displayed with a green check. A red X

instead means, that the access is disallowed. You can change this status with a
simple click on the right mouse button.

Rigths administration

Open the desired category in the right window and drag the desired group of rights
(e.g. Grp 1) via Drag & Drop to the desired client in the left window. Now this group of
rights is assigned to the user in the desired client.

If you want to assign a group of rights to all clients generally, you can place it via
Drag & Drop under ,Standard” (it's always the first client in the first line)

Additional functions of the right mouse button:

Delete Delete previous defined rights

Copy from user Copy the rights of an existing user (the assigned groups of
rights will be added, the access to clients will be adapted.)

ﬁ; Rechtevergabe fir User 2 EI' = '@
-4 Standard &£ programs
£1-4 9002 Demoklient £ = Administration fields
| @4 programs ©ohe 001G
. ©-d Rallen &-# costunit
. 1 Superuser [-ais Rollen
"4 9143 SES-Demoklient Oglazai

Zugriff fiir alle Klienten erlauben
Zugriff fiir allen Klienten sperren
Zugriff erlauben

Zugriff sperren

Léschen

Rechte won User hinzufiigen

< Drag & Drop |

I Ubernehmen " Cancel

Seite 6 von 18
Schmidhuber EDV Software Gesellschaft m.b.H. | Schépfleuthnergasse 22 | A-1210 Wien

Tel +43 1 2700531 office@schmidhuber.com Bank Austria IBAN AT111200000609482500 Handelsgericht Wien UID ATU15137509
Fax +43 1 2700535 www.schmidhuber.com KN 609482500 | BLZ 12000 BIC BKAUATWW FN 59 084 p DVR 0932400



Schmidhuber EDV
Software GmbH

...let’s make business together!

After you are finished you have to click ,,Accept” and additional you have to
save the user via F10 in the ,,Create User“ mask!

If you have enabled "default” permissions (programs/roles), they will be
automatically copied to "Standard".
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Create groups of user rights (Programs, Administration
fields, voucher types, real accounts)

Special programs => System administration => Rights Administration => Programs

Here you are able to create groups of user rights for programs. (= menu items)

To create a new group, enter a free definable number/description in the top area.

If you activate the checkbox on the right, this group is automatically assigned as
default when assigning rights.

In the bottom area you can see the whole menu of EuroFib for Windows.
Pull the desired menu items via Drag & Drop from the left area to the right area under

“Protect” (grey, not clickable) or under “Invisible” (you can’t see the menu item).

You can delete this assignment via click on the red icon.

You have to assign these groups of user rights to your desired users.
(see topic “Administration of rights for each user”)

In our example we create a group ,without posting“ and set the menu items ,posting’

under “Protect”. If you assign this group “without posting” to your user later, he can’t
click the menu items “Posting” anymore.

Schmidhuber EDV Software Gesellschaft m.b.H.

Tel +43 1 2700531
Fax +43 1 2700535

E; protect

=] ® ==

number

1 Without posting

09.01.2023
09.01.2023

creation
change

SUP
SUP

=-&  m_eurofib
H-&  File
#-e  Edit
R
B~ ed
-
m-& Reports
Remind
Payments

-G
-6
-
H-&  Assets
H-  FA
=-@& CA
#-&»  Reporting
-
H-&  Help
Add on

- non_visible
#-&3  m_popup

GRS M ams_popup

B

Display

Basic data

Posting

Cost accounting

Special programs

Fosing — ouher |

office@schmidhuber.com

www.schmidhuber.com

Bank Austria

KN 609482500

Result:
File Edit Basic data Reports  Remind
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Special programs => System administration => Rights Administration =>
Administration fields

Here you are able to create groups of user rights for all single fields on each mask.

The handling of this program ,Administration fields“ is identical to the menu item
“Programs”.

In our example we create a group ,Debitor without street” and set the field ,Street"
under ,Protect”. If you assign this group “Debitor without street” to your user later, he
can’t enter/change the field “street” within the basic data of debitors anymore.

. Administration fields =] @ |==]
- " creation 29.09.2011 sSup
number 1 Debitor without street G 20002011 |sUp
----- E= kod_anrede - protect
..... E- kod_aussendung table name column names
..... E- kod_bonitaet debitoren kod_strasse

----- EZ kod_branche

..... E: kod_card_code

..... E= kod_dienstgebernr

..... E= kod_diverser

..... EZ kod_email

..... E= kod_faki_formular

..... E= kod_faki_incoterm

..... £ kod_fakt_krabatt_proz1

3 invisible

""" £ kod_fakt_kundengruppe table name column names

..... E= kod_fakt_prabatt_prozi

..... E= kod_fakt_rech_konto

..... k= kod_fakt_rech_konto_sa

----- k= kod_fakt_skadenzen

..... £ kod_faki_steuerklasse

..... E= kod_faki_steuerklasse_k

----- E= kod_faki_versandart

..... E= kod_faki_vk_preisklasse

Ed nd falt vahlunncart S
Result:
ﬁDebtors data EI = @
Address |Supplements Remindermanagementl Credit assurance | Banks | Contacts | Extras | Invoice | information_'I b
account no. 20003 matchcode KUNDE XY creation 05022010 |SUP
ST T change 15.03.2011 Sup
Form of address phone
acad. title fax
first name telex
surname Kunde XY ehlai
tax number
name 2
tax number2

supplement DienstgeberNr
street acc. structure ident. [
country sign A [+] OSTERREICH active O
pcode / place 1210 Wien locked [
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Special programs => System administration => Rights Administration => Voucher
types

Here you are able to create groups of user rights for all single fields on each mask.
To create a new group, enter a free definable number/description in the top area.

In the bottom area you enter the desired voucher types for this group.

T Belegarten E=R([EcH =<5
: : Anlage 13.06.2016  |SUP
MUrmmer 1 only debtors/creditors e

Belegart

AG
AR
EG
ER

0|0 oo

"
+

A user with this group 1 is only able to post the defined voucher types.
(Posting online, Stack posting)

Special programs => System administration => Rights Administration => Real
accounts

Here you are able to create groups of user rights for a restriction of general ledger
accounts. These accounts are not accessable on account sheets, open items lists
and journals anymore. The posting line and change account lines is also restricted for
these accounts.

To create a new group, enter a free definable number/description in the top area.

In the bottom area you enter the desired accounts (areas) for this group.

.

E. Programme o @ |-
5 Anlage 27.01.2020 |SUP
— 1Gehaly Anderung  27.01.2020 |[sup
Konto Konto
von bis
& 6 [+
&/ 7000 7000

W
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Create roles

Special programs => System administration => Rights Administration => Roles

In the category ,roles” you can find special rights for several topics which you can
assign to free definable groups.

superuser [N =

real accounts  debtors creditors  booking costaccounting  Project accounting  AMS  system cash Irm

Number The number of the role (arbitrary)
You can get a list of the already existing
roles with “F3”

Description Description of the role

If you activate the checkbox on the right, this group is automatically assigned as
default when assigning rights.

In the bottom area you can activate/deactivate the desired roles on each tabpage
(Debitors, Creditors, Posting, ...)

A detailed description of each role will be displayed as a tooltip (place the cursor over
the line)
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Options logon (password policies)

Special programs => System administration => Options logon

Here you can define several password policies, for example the length or the validity
of your passwords.

If you move your mouse cursor over an option, a detailed description will be
displayed (tooltip)

hese

policies are valid for the whole application.

T TR Geben Sie hier an, wer die Passwarter ndern darf (nur der SUPERVISOR oder der jeweilige Benutzer selbst)
complex password
password management | user
user
lock users after failures A
lock users after days 1514
lock users after expiration of the password 154
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Rights within Adress record

The tabpage ,rights® under ,Basic data => Company index => Adress record” has
been changed too.

If an icon is displayed in the line of the user means that minimum one right is
assigned to this user.

- P(rograms)

- F(ield administration)
- C(ost units)

- R(oles)

With a click on ,Rights“ you open the rights assignment mask only for this client.

E; Company’s data

| Client | Accounting years ‘ Rights

Information |

[o] O (w5

client 9002 Demoklient basic current EUR
A-1210Wien acc. structun
active user name identificatior access
1 SUPERVISOR suP | b
2 RIGHTS RI |
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Printout of the created/assigned rights (overview as list)

Special programs => System administration => Rights administration => Print out

With this program you are able to printout the allocated rights to an user (Access to
clients, program groups, roles, ...).

l;v_EE UserRechte drucken EI =] @
General
from to Sort selection

user v 27 — 27 1 all [=]
client < aood|  — 3005 2 vorhandene =
Groups

programs — 3

Administration fields — 3

cost unit — 3

Roles 7 — 3

User/Klienten ohne Zuardnung. [V

user
client
programs

administration fields

cost unit
roles

User/Klient ohne Zuordnung

sort
user/selection

client/selection

Schmidhuber EDV Software Gesellschaft m.b.H.

Tel +43 1 2700531 office@schmidhuber.com

Fax +43 1 2700535 www.schmidhuber.com

Bank Austria

KN 609482500

Restriction user number from/to
Restriction client number from/to
Restriction program groups from/to
Restriction administration fields from/to
Restriction cost unit from/to

Restriction roles from/to

printout of clients which are not allocated to a
group (no restriction of rights/groups)

sort of this list. Max. 3 groups/sorts are possible
all — all users are printed

gesperrte (locked) — only user which are locked
for the selected clients

released — only user which have access to the
selected clients

all — all clients are printed

Vorhandene (existing) — only existing clients are
printed (it's possible that some clients don’t exist
in Eurofib through import/delete client)

Nicht vorhanden (not existing) — only clients
which don’t exist in Eurofib are printed
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You start this list with print/preview.

ll_‘;ﬁ User / Rechte

9001113 Testklient licence: 10048/7.1 2013-07-17/09:49
HR-1210 Wien user: SUP page: 111

User / Rechte

assorted by: user 027 -027
client 89001 - 9005
group: Roles

user: 27 AST

%~ client. 9001 Firma Testklient, HR-1210 Wien
group: 001 Superlser (Roles)
group: 013 edit stack (Roles)

« client: 9002 Budget, AU-1210 Wien
group: 013 edit stack (Roles)

On tabpage ,roles” you are able to print an overview of all available role groups and
single roles:

ngemem R0||EI'1

On tabpage ,voucher types” you are able to print an overview of all available voucher
type groups:

Aigemein Rolen Beegaren _
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On tabpage ,views" you are able to print an overview of all available rights for views for each
user/client:

Algemein Rollen Belegatn Setten [
=

S

erlaubt / gesperrt

0] || B ko

erlaubt / gesperrt

<

User / Sicht / Klient ~
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Encryption of database password within INI (sesfibu)

Normally the login informations for the database are saved in the configuration file of
Eurofib (EUROWIN.INI) in plain writing. So everyone is able to see these
informations.

Example of the EUROWIN.INI (excerpt) without encryption:

4

Datei Bearbeiten Format Ansicht 7
[Database]
Name=M55ql-Server-2005

User=sesfibu
Password=sesfibul

For security reasons we suggest to encrypt this password.
Just start ,eurofib.exe” from the command line with the additional parameter ,admin®.

e.g.: CMD-command: C:\PwEuro\Programm\eurofib.exe admin

In the following administration window just activate the check ,Encrypt Password®
and enter the desired password twice. After that click the ,save” button.

E. Administration - EUROWIN.INI El

INI-Pfad EUROWIM.INI

Database
Database MSSgkServer-2005 W
Encrypt Pazword
Password et
Password (confirm) et

oc [¥]
Izolationlevel Read Uncommited w
Defaults
Font L

Settings (Proxy)

Settings manual proxy settings ]
Host 192.168.123.123
Port 2080
User User
Password i
Password (confirmy FrEEE:
Save Close Run Eurofib
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Example of the EUROWIN.INI (excerpt) with encryption:

£
Datei Bearbeiten Format Ansicht 7

[Database]
Name=M55ql-Server-2885
User=sesfibu
Password#

ePassword_V7=/x29138/x119/x18347 /x-19731/x-2384/x16852/x11327
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